Hucrpykuus A
OTBETCTBEHHOr 0 3a obecneveHuio GelonacHocTH IKCIUTYATALHH C K3V [
MKIOY «/lerckuii cag No73» e———

1. Ofmme nonoxenns

= L1. Hacrosmas HHCTPYKLHA OMpeAeNseT OCHOBHbIE O0A3aHHOCTH, MpaBa M
OTBETCTBEHHOCTb OTBETCTBCHHOro 3a obecneuenmto 6esomacHocTu 3kcnnyaraunun CK3H,
peraaMeHTHpyeT nopsaaok oOpaiieHus ¢ muppoBanbHBIMU (KPUIITOrpadHUeCKUMHU) CPEACTBAMH,
NpeaHa3HAYCHHBIMH 1A 3aIMThl MHGOPMALKM, HE COHEpPIKAIUEeH CBEICHHMIl, COCTABIAIOLIMX
rOCYIapCTBEHHYIO TaiiHy, B MPOLECCe UX MOTYYEHHs, TPAHCIOPTHPOBKH, YUY€Ta, XPaHEHWs,
YHHYTOKEHHA, & TAKKe MOPAAOK gonycka k paboram ¢ mudpoBanbHBIMH CPEACTBAMH B
uH(OpMalHoHHBIX cHcTeMax (nanee - UC) MKJIOV «Jlemexuit cad Ne73»

(mnanee - Opranu3annsg).

2. K umdpopambubiM  (kpuntorpaduueckum) — cpeactsaM  (cpeacTsam
kpuntorpaduyeckoii 3awntel uadGopmauun (aanee — CK3H)) otnocaTes:

— CpeacTBa WH(POBAHMA — ANNApaTHbIE, MPOTPAMMHBIE M ANNAPATHO-NPOrPaMMHBIE
CpeacTBa, CHCTEMbl W  KOMIUIEKCHI, DEaH3yIOMME aJrOpUTMbl  KPHNITOrpauueckoro
npeobpazosanus  MH(OPMALMM W TpeJHA3HAYEHHBIE U1  3aWMTEl  MHGOpPMALMH  OT
HECAHKIMOHHPOBAHHOIO A0CTYNA MIPH €€ Mepeiayue no KaHanam cBa3u v (Min) npu ee odpadoTke
H XpaHEeHHH,

— CpeAcTBa MMMTO3AIIMTHI — aMmnapaTHbIe, MPOrpaMMHBIE M ANMapaTHO-TNPOrPAMMHBIE
CpeacTBa, CHCTEMbl W  KOMIUIEKCBI, peajH3ylOlIMe aJropuTMbl  KPHIITOTpauueckoro
npeoOpazoBaius WHGOPMALMK W NpeAHA3HAYEHHBIE IS 3AIIMTH OT HABAIBIBAHHMS JIOKHOM
HH(pOpMALIUH,

— CpeiACTBa NEKTPOHHON mnoamucu (Janee - DII) — annapartHbie, NPOrpaMMHbIE M
annapaTHO-NPOrpaMMHbIC  CpeacTBa, oOOecreyMBalOmIMe HA OCHOBE KPHNTOrpaduyeckux
npeoOpasosanuii peanu3anuio XoTs 6bl OAHOM U3 CICAYIOLIX (YHKLUIA: CO3AHUE IMEKTPOHHOH
MOAMMCH €  MCHONB30BAHUEM  3AKPHITOrO  KIKYa IEKTPOHHOM, [OATBEPKIEHHE C
HCIIONb30BAHMEM OTKpLITOro kmwoua 11 moaaunnoctH D11, co3gaHue 3aKphITBIX U OTKPBITHIX
kmouei DIT;

— CpezicTBa KOAMPOBaHHA - cpejcTsa, peanH3yolne aaTOPHUTMBI
kpuntorpapuueckoro npeobpazoBanus HHOPMALHK ¢ BHIMOTHEHHEM HACTH NMpeodpazoBaHus
MyTeM pPYYHBIX Onepauuii WM C MCMOIL30BAHHEM ABTOMATH3HPOBAHHBIX CPEICTB HA OCHOBE
TAKMX OMepauui.

1.3. Corpynnuxu Opranmsaumu monyckaiores k pabore ¢ CK3M wa ocHoBauuu
npukasa/pacnopskenus  Pykosoautens oprammzaumm (manee — PykoBoauTens) nocie
NPOX0KACHHS HEOOXOAUMO#H MOATOTOBKH.

1.4. OtBercTBeHHbI Ha3HAYaeTcs W OCBOOOXKIAETCS OT MCIIOJIHEHHS
00S3aHHOCTEH, MPEAYCMOTPEHHBIX HACTOSLIENH HHCTPYKIMEN W JApyruMH
OpPraHu3alHOHHO~PACIIOPSIAUTE/IbHBIMH JIOKYMEHTaMH Oprauusanuu,
npukasom/pacnopsizkenneM  Pykopoautens — OpraHusaudd  WIH  JTHLOM,
HCTOJHAIOWUM 0053aHHOCTH PyKkoBOaAMTE .

1.5. OrsercTBennblit B cBoelf paboTe HENOCPEACTBEHHO MOAYMHAETCS
Pyxosoaurento Opranusammn,



1.6. @yHKUMOHANBHBIMU 0043aHHOCTAMHN OTBETCTBEHHOTO JIMLIA ABJISKOTCA:

— B3aMMOJIEHCTBHE C OpraHaMu JuueH3upoBaHus u ceptudukanmun GCh
Poccun, paspaborurkamun (npowssogurensmu) CK3U u nocraBmukamMu yciuyr B
obnacTi wmppoBaHus MHGoOpMaIyu;

— paspaboTka W [PaKTUYECKOE OCYLICCTBICHHE MEPONPUATHH 0
obecnieuennto (QyuxkuuonupoBanus wu OesomacHocth CK3H, B TOM uymcne
OTKPBITBIX M 3aKPBITHIX Klo4eH HmuppoBaHus (KPHNOTOKIOYEH), SIEKTPOHHOM
noanuck (DI1) u cepTUPHKATOB OTKPHITHIX KIIOYEH;

— KOOpJAMHAUMs M KOHTPONb JeATeNbHOCTH mnoab3osateneit CK3U npu
pabore ¢ CK3H;

— paspaboTka M  y4acTHE B  COrJIACOBAHMM  TEXHHYECKOH o
OpraHH3auHOHHO-PACTIOPATUTENBHONH JOKYMEHTALUH, CBS3AHHON C MPUMEHEHHEM
CK3H B opranmszanmu;

— BeJIeHHE ) ypHana nmosk3emiuigpuoro yyera CK3H;

— Y4YacTue B NMPOBEICHHHM CITYKeOHBIX paccieoBaHuil ()aKTOB HApyIIEHHs
H/IH YTpo3bl HapymieHnus 6€30MacHOCTH 3alMIaeMoil HHPOPMAIUH, B TOM YHCIE B
clly4ae KOMIPOMETAIHH JACHCTBYIOIUX KPUITTOKTIOYEH;

— y4acrtue B pa3dope KOH(GIMKTHBIX CHTYALMIA;

— JIOKJIaJl ~ HEMOCPEACTBEHHOMY  PyKOBOAMTEN0 O  BBIABICHHBIX
Hapywenuax nomb3oareneii CK3M w/wnm cOTpyAHMKOB OpraHmsaudy W/HiIH
TpeTbux jui B oTHOWeHnr CK3H, a takke o npuHSATHE HEOOXOAMMBIX Mep IO
YCTPAHEHHIO JAHHbIX HAPYLIEHUI.

1.7. Paspaborka M npoBelCHHE MEPONPHUATHH 10  OOECIEYEHHIO
OesomacHocTH mpu  nposefenn pador ¢ CK3U ocymecTBasercs JIMuoMm,
YNOJTHOMOYEHHBIM  pykoBOAHUTL paboramu ¢ CK3M (oTBeTCTBEHHBIM 3a
obecrieueHn o 0€30MacHOCTH YKCIUTyaTalHK CPEACTB KpUNTorpahuyeckoii 3ammTsl
uHpOopMaLun).

2. TpeOoBanuss No pasMEMIEHHIO, CHEUHAIBHOMY O00OOpPYIOBAHHIO M
OXpaHe NOMeNIeHHH, B KOTOpPbIX npoussoaatcsa paborul ¢ CK3U

2.1. Pasmeuienue, crnenyanbHoe 00OpyIOBaHHE, OXpaHa M PEXHM B
NoMeILeHHAX, B KOTOphIX Beseres pabora ¢ CK3U (nanee — nomeieHus), JOMKHbBI
obecnieyrBath OesonacHocTh nHpopmaunn, CK3U, nyreM cBeneHus K MHHUMYMY
BO3MOKHOCTH HeKoHTponmpyemoro aocryna k CK3M, npocmotpa mpouenyp
pabotsl ¢ CK3U nocTopoHHUMH JIMLIAMH.

22. Tlopsaok jomycka B TOMELIEHHS ONpPENENseTcs BHYTpPEHHEH
OpraHM3alHOHHO-PACIOPAAMTENBHON JIOKyMeHTamell opranu3auun. Jloctymn Jui
B OTH TOMEIICHUS NO0/DKEH OBITh OrpaHHYeH B COOTBETCTBUM CO CHyKeOHOM
HEOOXOMMMOCTBIO.  PEKOMEHIYeTCs  MCTOJIb30BaTh TEXHHYECKHE  CHCTEMBbI
OrpaHMYeHus  jgoctyna B 3TH  noMewieHus. Jlonyck B moMeleHus
BCIIOMOI'aTeJIbHOTO M 00CTYKHMBAIOLIEr0 nepcoHana (yoopiuil, 31eKTpPOMOHTEPOB,
CaHTEXHHMKOB M T.[l.) NIPOU3BOIAUTCA TOJIBKO B Cllydae CnyeOHOH HeoOX0IHMOCTH
B COMPOBOXKICHHM OTBETCTBEHHOI0 3a pEXKHM TOCIAE NPUHATBIX  Mep,
MCKTIOYAOIIMX BU3YAJIbHBIN IPOCMOTP KOH(MICHIMATIBHBIX JOKYMEHTOB.



2.3. BxojiHble BepH OMELIEHHIT T0MKHBI GBITH NPOYHBIMU K 0GOPY/I0BAHEI
3aMKaMH, TapaHTHPYIOUWMHM HaJeKHOE 3aKphITHE [OMeleHuiH B Hepabouee
BpeMs. [l1s KOHTPOIs 3a BXO0OM B pabouee BpeMs peKOMEHAYeTCsl YCTaHABIHBATD
3NIEMEHTBLI CHCTEM KOHTPOJIS J0CTYTIA.

24, Tlpu pacnonokeHWM TOMELIEHHH Ha MEPBBIX W MOCHEAHMX ITAXKAX
3/1aHHil, a TaKKe TNpH HATHYHK PAZOM C OKHaMH OaJIKOHOB, MOKAPHBIX JIECTHHULL U
T.M., OKHAa MOMEIIeHHH 00OpYyAYIOTCA METAIMYeCKUMH PELIETKAMH, CTABHAMH,
OXPaHHOH CHTHANM3AUMEH WIM APYTMMH  CPEACTBAMH, [PENSTCTBYIOIMMH
HECAHKIIMOHUPOBAHHOMY JOCTYIY B OMEIIEHHSI.

2.5. Jlna npefoTBpallEHUs MPOCMOTPA W3BHE OKHA MOMELUEHHH T0JDKHBI
ObITh 3aLIHILEHB! (000PYA0BAHBI KATIO3H KK WITOPAMH U T.IL.).

2.6. BHyTpeHHss TmIaHMPOBKA U PACMONOKEHHE pabouMX MecT B
MOMEIIECHHAX  JI0JDKHBI  00ECTeunBaTh  MCHONHUTEASM paboT  COXPAHHOCTH
JOBEPEHHBIX UM KOH(DHACHIHAIBHBIX JOKYMEHTOB H CBEICHHIA.

2.7. llo okoH4aHMH paboyero [OHA TOMEIIEHHs 3aKPHIBAIOTCS W
ONEYaTHIBAIOTCS W/WIIH CAAIOTCS MO/ OXPaHy.

2.8. Cnauy winoueii ¥ noMeleHnii, Takke nojaydeHue Kiodei u BCKPBITHE
MOMEIIEHUH MPOU3BOAAT COTPYAHMKH, paboTaiomide B HTHX MOMEIIEHHSX, M0
YTBEPKIEHHOMY PYKOBOACTBOM OpraHM3allid CIHMCKY ¢ ofpasuaMH TOAMHCE
ATUX COTPYAHHMKOB. JlyGiMKaThl Kntoueil 0T BXOAHBIX JIBEPEH AOMKHBI XPAHUTHCS
B ceii)e OTBETCTBEHHOrO JIMIIA, HA3HAYAEMOTO PYKOBOJICTBOM OpPTaHH3ALIHA.

2.9. llepen BCkpbITHEM MOMELLEHHI A0KHA GBITH TIPOBEPEHA LENOCTHOCTh
OTTHUCKOB MevaTed W/WIM MCMPAaBHOCTH 3aMKOB. [IpH oGHAapyKeHHH HapyleHHs
LCTIOCTHOCTH OTTHUCKOB MEYaTeH, MOBPEXKICHUS 3aMKOB WM APYTUX [PHU3HAKOB,
YKa3bIBAIOWHMX HA BO3MOXKHOE TMPOHHKHOBEHWE B OTH IIOMELIECHHS MOCTOPOHHMX
JIUL, MOMELIEHHE HE BCKPBIBACTCA, @ O CIY4YMBILUEMCH HEMEJIEHHO CTaBUTCH B
M3BECTHOCTb PYKOBOJICTBO H OT/Ae] 0€30MacHOCTH (MK JA0JIKHOCTHOE JIHLIO).

2.10. B ciyqae yTpaThi KK04a OT BXOIHOM ABEpH noMelieHnus PykoBoacTso
Oprann3anmm HEMEUIEHHO CTABUTCS B H3BECTHOCT.

2.11. Ha cayuait noxapa, aBapuu WM CTUXHIHOrO GeICTBHS JOMKHBI ObITh
pazpaboTaHbl ~ CrielManbHble HMHCTPYKLMH, yTBepKIAEHHbIE PyKOBOACTBOM
Oprauusaunn, B KOTOPBIX MPETYCMATPHBACTCS MOPSAOK BbI30BA aMUHHCTPALIUY,
AO/DKHOCTHBIX JIHIL, BCKPHITHE MOMEIIECHHH, OYEPEIHOCTh M TMOPSAAOK ChaceHus
KOH(pMEHMANBHBIX IOKYMEHTOB U AajibHEHIIEro nx XpaHeHus.

2.12. Jns uenocpeacrsenHoro xpanenuss CK3U, uncrammpyrommx CK3U
HOCHTEJIEH, OJKCIUIyaTauMOHHOH M TexHu4eckoi gokymentaumu k CK3U
noMereHnsi  00ecneunBaTCs  MeTalInyeckuMu  kagamn  (XpaHWIMIIaMH,
cefipamu), 0GOpYNOBAHHBIMH BHYTPEHHHMH 3aMKaMHM € JBYMS SK3EMIUIApAMH
KMoYeH  WIM  KOJAOBBIMH  3aMKaMH, a TakKe T0pH  HeoOXOAUMOCTH
NPHUCIIOCOONEHUAMM /TS ONEYATHIBAHUS 3aMOYHBIX CKBAKUH.

3. llopsizox obpamenus co cpeaCTBAMH KPHNTOrpaduyecKoil 3aiuThI
HHpopMaHH

3.1. CK3H, nomygaer ymomHOMOYEHHBIH COTpyaHMK OpraHu3anumu
HenocpeacTBeHHo y npoussoantens CK3U wnu opranmsauun, npegocrasisionieit



CK3MH. besonacHocTh B mporecce J0CTABKM 00ECTeUnBAETCA OPraHH3aOHHbIMH
Mepami.

3.2. Ilpu tpancnoptupoBke CK3U, wncramnupyromux CK3U Hocurenei,
JIOJKHBL OBITH ODECIEYeHbl YCIOBHS, UCKIIOYAIOIHE BO3MOXKHOCT (DH3HYECKHX
MOBPEKACHHH H BHEIIHETO BO3/ICHCTBHA Ha 3alMCAHHYK MHDOPMALHIO, a TAKkKe
€€ KOMUPOBaHHE.

3.3. Bee nocrynaomme CK3H, wuncrammpywomume CK3U  HocuTenw,
DKCILTyaTalUMOHHAS W TEXHUYECKas NOKYMEHTAlMsi K HUM JOJKHBI OpaThes Ha
NOJK3CMILIAPHBIH yUeT B CHEUMAIbHBIX KyPHATIAX yCTaHOBIEHHOI (opmbl. Bener
KYpHaIIbl YITOTHOMOYEHHBIH Ha 3TO COTPYIHHUK.

3.4. Mucrammpyiomue CK3H HocuTenu A0mKHBI XpaHHThCS B celide
(MeTaNIMYeCKoM Kagy, XpaHHIHIIE).

3.5. Tlpn Bekpbitun ceiipa ¢ uncrammpylowumn CK3U  Hocurensimu
J0/KHA OBITh TIPOBEPEHA NENOCTHOCTH MeyaTeli M 3aMKOB W/WIH OTTHCKOB
neyateil. B ciyyae HapylieHHs LENOCTHOCTH TevaTell W/MIH 3aMKOB W/WIIN
OTTHCKOB NeyaTel COTPYAHUK 00s3aH HEMENeHHO COOOLUTL 00 HTOM JuIy,
OTBETCTBEHHOMY 32  o0ecredeHnio Ge30macHOCTH  IKCILIyaTAHH  CPEICTB
KpUNTOrpapHIecKoi 3amnThl HHpOpMALIH.

3.6. Xpaunenue uncramnupytomnx CK3W Hocureneii qonyckaercs B 0HOM
XpaHWIHIIE C JPYrUMH  JIOKYMEHTAMH T[PH  YCIOBHAX, HMCKITIOYAIOMIUX
HETIPEIHAMEPEHHOE UX YHUUTOXKEHHE HIIM HHOE, HE TPEIyCMOTPEHHOE MPaBiIaMu
nonb3oBanus CK3U, npumenenue.

3.7. B cnyyae OTCYTCTBHMS Y COTPYAHHKA MHIMBHAYaTbHOrO XpaHMIMILA
uHctaupytonie CK3M Hocurenn no okonuwanum pabouero AHA JOJDKHBI
C/IaBaThCsl JIMILY, OTBETCTBEHHOMY 32 MX XPAHEHHE.

3.8. He nonyckaercs:

— pasrjauarb COAEPXKHMOE HOCHTENeH KIo4eBod HH(opMaLMK WM
NEpeAaBaTh CaMH HOCHTENH JIHLAM, K HUM He JOMYIIEHHBIM, BBIBOIHTH KITIOYEBYIO
MH(OPMALIMIO HA TUCTUIEH W NPHHTEP; BCTABJIATH KIIOUEBOH HOCUTENb B JINCKOBOJ
ABTOMATH3UPOBAHHBIX paboumx mect (nanee - APM) npu nposenennn pabor, He
ABJIAOLIHXCS IITAaTHBIMH [IpoLEAYpaMH HCTIONTb30BAHUS KII0YeH
(mmnposanue/pacuudposka uudopmaimm, 3asepka daiinos D11, noarsepxkaeHHe
€€ MOJUTMHHOCTH), & TaKXKe B AMCKOBO/IbI Ipyrux APM

— 3aMHChIBaTh Ha KIKOYEBOM HOCUTENE MOCTOPOHHIOW HHPOPMALMIO;

— BHOCHTb Kakue-Ti00 W3MEHEHHUs B MPOrpaMMHOE 00eCnedeHHne CPeacTB
wngpposanus u DI1;

— HCIMOMNB30BaTh ObiBIIME B paboTe KITFOYEBBIE HOCHTENM /s 3aluCH
HOBOH HH(opMalMn 0e3 NpeiBAPUTENHHOTO YHHYTOKEHHS HA HUX KIHOYEBOI
uHpopMauK  myteM nepedopMaTHpPOBAHHS  (PEKOMEHAyeTcs  (pH3HYECKoe
YHUUTOXKCHHE HOCHUTENEH ).

3.9. Tlocroponnue nWIa He JOMKHBI JONycKaThess K pabore ¢
KOMIIBIOTEPOM, Ha KOTOpOoM ycTanosjeHbl CK3MU.

4. YeranoBka u okcenayaranus CK3U



4.1. Ycranoeka (muctamisuus) CK3U ocymecTsisercs B COOTBETCTBHU €
TpeboBaHUAMHU AokymeHTanu Ha CK3U.

4.2. VYcranopka CK3M npou3BOAMTCA TONBKO JIMLAMH, HWMEHOLUUMH
COOTBETCTBYIOLLIHE TTOJIHOMOYHS U TOATOTOBKY.

4.3. K sxcrutyataumu CK3U u cpeacts D1 nonyckaiores juMua, npoieaine
COOTBETCTBYIOLLYIO  TOArOTOBKY M M3YHYMBIIHE  3KCIUTYaTALMOHHYIO
JokyMeHTauuo Ha nanaeie CK3HU.

4.4, Tlepen ycranoskoit CK3M HeoOxommmo NpoOBEpHTL NPOTPaAMMHOE
obecrieuenne (manee - I10) APM Ha orcyrcTBHe BHPYCOB M NPOrPaMMHBIX
3aK/1a/10K.

4.5. Cucremubie Onoku APM ¢ ycranoBnenusiMi CK3W  qomkHbl
OMNEYATBIBATLCH CIELHUAIBHO BBIJACICHHON IS 9TUX ueneil nevarsio. Hapsay ¢
ITHUM JIOMYCKAETCS IPUMEHEHHE PYTUX CPEIACTB KOHTPOJIS UX BCKPBITHS.

4.6. Pasmewmenne u ycranoBka CK3M ocymiecTBisiOTCS B COOTBETCTBHUU C
TpeboBaHusamMu  gokymenTaumu Ha CK3W. Pasmemenne oGopynosanms,
TEXHUYECKMX CPEACTB, MPEAHA3HAYEHHBIX 11 00paboTKM KOH(pHICHIMAIBHOM
MH(POPMAILIMK JIOJDKHO COOTBETCTBOBATH TPEOOBAHMSIM TEXHUKHM OE30MacHOCTH,
CaHUTapHBIM HOpMaM, a Takxke TpeOOBaAHHAM NoXapHOH 6e30MacHOCTH.

4.7. Tlepen HemocpenCTBEHHON YCTAHOBKOH MporpaMMHOro obGecreyeHus
CK3U HeoOX0auMo OCYIIECTBHTH KOHTPOJIb LENOCTHOCTH auctpubyrusa. [Mocne
3aBEpPUICHHUA TMpOIeCcCca YCTAHOBKHM JO/MKHBI  ObITh  BBINOJIHEHBI JEHCTBUS,
HeOOXOJIMMBIE IS OCYILIECTBJIEHHS €XeIHEBHOrO KOHTPOJS YCTAHOBIEHHOTO
NPOrpaMMHOro 0OecreYyeHts, a TAKkKe ero OKpyKeHus.

4.8. B cayuae oOHapyXeHUSI «IOCTOPOHHHX» (HE 3apErHCTPUPOBAHHBIX)
nporpamMM, HapywmeHuss LEeJOCTHOCTH nporpaMMHoro obecreuenus mbo
BbISIB/IEHUS (hakTa MOBpEKIEHUA nedartell Ha cucTeMHbIX O0kax pabora Ha APM
¢ CK3H nomxna 6b1Th npekpaiena. [To janHomy (Gakty 201KHO ObITH MPOBEAEHO
cayxebOHOe paccneloBaHHe W TpOBeaeHbl palboThl M0 aHANM3Y W JIMKBHIALUH
HETATUBHAIX MOC/IECTBUI JAHHOIO HAPYILICHHUS,

4.9. Ilepecbiika (mepejaya) HOCHTENEH  KPUNTOKIIOYEH  MOXer
OCYLIECTBIIATHCA 4Yepe3 (enbIberepckyio MM CrelManbHY CBs3b, & TAKKE CO
CHELUMAIbHO  BbIAEICHHBIM HApouHbIM (B onewyataHHOM OTBETCTBEHHBIM
KOHBEPTE).

4.10. Knrouesast uHpopmanus Ha HOCHTEISX YHHUYTOKAETCS MOJIb30BaTENEM
CK3M nyrem nepedopMaTHpoBaHHA C HCHOJNb30BaHHeM cpeacts DI
Jlonyckaerca [aHHBIC HOCHTEIM TOCIC nepepopMaTHPOBAHWS HCIOIL30BATH B
nanpHedmeM nonb3oBatensvu CK3WM npu ycinoBuu 3anucuy Ha HHUX HOBOIA
K/TI04€BOH HH(pOpMaLIUH.

4.11. O6 yuuurokeHun Kmovel nomb3oBatenaMu CK3U  penaercs
COOTBETCTBYIOLLASl 3alMChb B COOTBETCTBYIOIIEM JKypHane. [lepuoanvecku
OTBETCTBCHHBIH MPOBEPSET JAHHBIE 3aMUCH.

4.12. Tlepen yHMYTOXKEHHEM CEKPETHBIX KJIKO4Yel cheayer pacluudpoBaTh
apxXuBHYIO HH(POPMALHIO (€CITH TaKas HMEeTCs), XPaHAILYIocs B 3alIM(pPOBAHHOM
BUJIE, U 3aIIH(POBATD €€ UCTIONB3YS HOBBIC KITIOYH,



4.13. BeiBenmenubie M3 JeiicTBUS OTKpbiThie Kmoun DI coxpansiorcs B
apxuBax B TCYCHUH 5 (1ATH) JIeT A1 obecredeHuss BO3MOXKHOCTH B I10CIIENYIOIEM
BBITIOTHEHHUSA NIPOLEAYPBI pa30dopa KOHPIUKTHBIX CHTYAILHIA.

S. BoccranoB/ieHHe KOHPHICHIHAILHOM CBA3H MOC/IE KOMIIPOMETAUMH
JACHCTBYIOIIHX KPHITOK/TI0YeH

5.1. Komnpomerauus Kito4eBoii mHGOpMaun» - 370 yTpata (B TOM YHCIIE C
HX NOCHEAYIOLUINM obHapykeHHeM), XMILEHHE, pasrialieHue,
HCCAHKLUMOHMPOBAHHOE KOMUPOBAHUE, NEpefada UX MO JTUHUHA CBS3H B OTKPHLITOM
BUJC, YBOILHEHHWE M0 J000H NpHYMHE COTPYAHHMKA, MMEIOLIEro [0CTyn K
KIIIOYEBbIM HOCHTENSIM WM K KIHOYEBOH MHOOpPMALMH Ha JaHHBIX HOCHTESX,
moObIe  Jpyrue BB pasTIAIlCHHs KIIOYEBOH WHDOPMAIMH, B pe3yibTare
KOTOPBIX 3aKpBIThI€ KIHOYH MOTYT CTaTh AOCTYNMHBIMH HECAHKIHOHHPOBAHHBLIM
JIMLAM 4 (WIH) Tporeccam.

5.2. K coOwITusaM, CBA3aHHBIM C KOMIpOMETaLHell KPUNTOKIIOUeid,
OTHOCATCS CIeAYIOLIHeE:

NnoTeps KIIIOYEBbIX HOCUTEJIEH;

— HOTEPA KIIOYEBBIX HOCUTEIIEH C MX MOCNEAYIOMNUM 00HAPYKEHHEM

— YBOJIbHEHHE COTPYAHMKOB, HMEBILHKX JOCTYI K KITIOYEBOi HHpOpMaluu;

— HApYIICHUE NPABUJI XPAHEHUSI U YHHYTOKEHUS CEKPETHOrO KITI0Ua;

— BO3HHMKHOBEHHE NONO3pEHMI Ha yTeuky HHPOpMAUHH HIH ee
HCKaKEHHE,

— HapyIICHHE NevyaTH Ha celide ¢ KIOUeBbIMA HOCHTENAMH (€Ciu Takas
UCIIOIB3YETCH ),

— CIy4aH, KOrjla Hejib3s JOCTOBEPHO YCTAHOBHTB, YTO MPOH30LLIO C
MAarHUTHBIMH HOCHUTEJIAMH, COJIEPKALIMMH KITIOUEBY0 HHPOPMALHIO (B TOM YHCIIE
Clly4aH, KOrJa HOCHMTEIb BbIlIE] W3 CTPOS M [0Ka3aTelbHO HE OMPOBEPrHYTA
BO3MOXKHOCTb ~ TOr0o, 4YTO JaHHBIH  (QakT mnpousowien B  pe3yabTaTe
HECAHKLMOHUPOBAHHBIX JIEHCTBHI 3710YMBILIJICHHHKA).

5.3. Ilepeeie uerelpe CcOGBITHS [OO/KHBI TPAKTOBATHCS KAk SBHAA
KOoMIpomeTauus  KpunTokmouyen. Tpu  cueayrommx  coObiTis — TpeOyroT
CINELHUAIBHOrO PACCMOTPEHHS B Ka’K10M KOHKPETHOM CIIy4ae.

54. llpu oOHapyxeHMM TNpPH3HAKOB, YKa3bIBAKOMIUX HA BO3MOXKHYIO
KOMIIPOMETALMI0 3aKPBITHIX KIIOYEH, HOcUTenell wWumM KoH(pHISHIHAILHOH
nHopmarmn, nonszoarens CK3M pomkeH caMocToATENbHO onpenenuTh (Hakt
KOMIIDOMETALIMH W OLEHHMTH 3HAYEHUE HTOro CcoOBITHA, MOCIEe Yero obs3aH
HEMCIUICHHO OMOBECTHTH NHL0, OTBEeTCTBEHHOE 3a ObecnedyeHue 0e30NMacHOCTH
skcrutyatain CK3H.

5.5. OrBercTBeHHbI 0053aH COOGIMTH 06 KOMIPOMETALNH PYKOBOAUTENIO
OpraHH3aIHH.

5.6. OrBercTBeHHBIN 00543aH ONMEPATHBHO OMOBECTHTH BCEX MOJIb30BaTENE
CK3H o ¢akre (11m npearnonaraemoii) KOMIpoMeTatuH.

5.7. Paccnenosanme dakTa (MM NpeanonaraeMoii) KOMIpoMeTaluH J0KHO
[IPOBOJIMTHCS HA MECTE MPOUCHIECTBUS YITOJIHOMOYEHHBIMH JIHIIAMH.

I



5.8. PesynbTaTroM paccMOTpeHMs sBAse€Tcs KBaIM(UKAUMS WM He
KBaTU(UKALUA ~ JaHHOTO  COOBITMS KaKk  KOMIpOMeTauus  JelCTBYIOMHX
KPHIITOKITIOY ei.

59. [Ilpm ycranoneHun (hakrta KOMIPOMETALUMH  AEHCTBYIOLIMX
KPUNITOK/TIOYEH, ~CKOMIPOMETHPOBAHHBLIE CEKPETHbIE KIKYH  mHppoBaHUS
YHUUTOXKAKOTCS.

5.10. OTBercTBEeHHBIH HOIKEH OMOBECTUTH OCTANBHBIX MONB30BATENEH
CK3H o 3ameHe 1 cOOBIMTL HM €r0 OTKPBITBIE KITIOYH.

6. IlpaBa u oTBeTCTBEHHOCTD 32 HApYWeHHe TpeGosanuit UHCTPYKIHH
6.1. OTBEeTCTBEHHBI! UMEET MPaBO:

— TpeboBath oT monb3oBareneii CK3U GesycnoBHOro cobmioaeHus
YCTAHOBJICHHOH  TeXHONOTMH  00pabOTKM  HNEKTPOHHBIX  JOKYMEHTOB M
BBLIIOJIHEHUS HHCTPYKIMiA no obpamennto ¢ CK3U u obecneuenmnio Ge30macHocTH
MH(pOpMALINK;

— MHMUMHpOBaTh  oOpamenne Kk  Pykosoacrsy  Opramwsamum ¢
TpeGoBaHieM O mpekpauieHnn oGpaboTki MHPOPMALMM B CIYHasX HapyLIEHHS
YCTAHOBJIEHHOH ~TeXHOJIOrMM oOpaboTku  3aumiuaeMoli uMHDOpMALUH  WIH
HapyuieHus (pyHkunonuposanus CK3U, cpecTs u cueTeM 3ammuThl HHOPMALIHH;

— 3anpaluyuBaTh H NOay4arth OT nonb3opatenell CK3U u/unu cotpyaHukon
OpraHu3auMu CBEJCHHs, CNPaBOYHbIE M [Apyrue MaTepuasibl, HeoOXOAUMBIE NS
OCYIIECTBJIEHUS €0 JAEATEIbHOCTH;

— NPUHUMAaTh y4YacTHE B COBEIAHMAX I10 BOIPOCAM, BXOMSLIMM B €ro
KOMIMETEHLHIO (M0 PEIEHUI0 PYKOBOANTENS OPraHu3aLiiu);

— y4acTBOBaTb B CeMHHapax (KOH(epeHUMsX M T.I.) Ha TEMBI
«MH(POPMALMOHHBIX TEXHONOTHI1» M («3alUThl MHGOPMALMHY» B Ka4yecTBe
caymarens;

— BHOCHTH PYKOBOJICTBY OpraHu3aLum PEATOKEHUS no
COBEPIICHCTBOBAHMIO JCATEIbHOCTH OpraHu3aumu B obnactu  mmdpoBaHus
HH(pOpMALIHH;

— CTaBUTh TNEped PYKOBOACTBOM OpPraHM3allMd BOMPOCHI O CO3JAHHH
HaJuIeXKalluX YCIOBHH /1 HCTIOTHEHUS CBOMX 00S3aHHOCTEH.

6.2.  OTBeTCTBEHHBIi  HECeT  OTBETCTBEHHOCTh  (AMCLMILTMHAPHYIO,
aTMHHUCTPATUBHYH, MATEPHATbHYIO, YTOJIOBHYIO) 3a:

— He coOmonenne TpeGoBaHMil Kk  oOecrmeueHUro  0e30MacHOCTH
MH(OPMALIMK OTPaHHYEHHOrO JA0CTYyNa ¢ ucnonbizopanuem CK3U;

— He obecriedeHne COXPAHHOCTH TMPUHATBHIX HA OTBETCTBEHHOE XpaHEHHE
nporpaMmHbIX ¥ TexHn4eckux CK3HU;

— He coOmoaeHune perinaMenTa skennyatanu CK3U;

— He coo0LueHHe PYKOBOICTBY OPraHH3alMH O CTABUINX €My H3BECTHBIX
MOMBITKAX MOCTOPOHHUX JIML MOJY4YuTh cBeneHus o0 ucnonb3dyembix CK3U wnm
KJIIOUEBBIX JOKYMEHTAX K HMM, a Takke o ¢akrax yrparsl wan Hegocraun CK3U,
KIIIOYEBbIX JOKYMEHTOB K HUM, KJIIOY€H OT MOMEIICHUH, XpaHHITHILL,



— HEHaJyIexaiee u HECBOEBPEMEHHOE BBITIOJTHEHHE CBOMX
(pyHKIMOHAIBHBIX 00S3aHHOCTEHH;

— HECBOCBPEMEHHOT0, a  TakkKe  HEKaYeCTBEHHOr0  HCIOJIHEHUS
JOKYMEHTOB M MOPY4€HUI PYKOBOACTBA OPraHH3aLHK;

— HEPAlHOHATbHOE  MCMONb30BAHME  BLIJENCHHBIX  (DUHAHCOBBIX,
MaTepUabHbIX 1 HH(POPMALMOHHO-BBIYHCITHTENHBIX PECYPCOB.

C HACTOSIIIIEA HHCTPYKIMEN O3HAKOMJIEH:

OrBeTcTBeHHBII 3a 3kciutyaraiuo CK3U:
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